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BREACH MANAGEMENT & NOTIFICATION POLICY
PURPOSE
To ensure that the impermissible or unauthorized use or disclosure of an Individual’s Protected Health Information
(PHI) will be reported and Participants shall comply with the notification requirements of 45 C.F.R. Part 164,
Subpart D.
SCOPE
This policy applies to all Koble-MN HIO participants and workforce; participants, employees /authorized users,
temporary staff, contracted staff, and credentialed provider staff.
DEFINITION OF BREACH
Breach means the acquisition, access, use, or disclosure of ePHI in a manner not permitted under the
HIPAA Rules which compromises the security or privacy of the ePHI.
The impermissible or unauthorized acquisition, access, use, or disclosure ePHI is presumed to be a
breach unless the covered entity or the business associate, as applicable, demonstrates that there is a
low probability that the PHI has been compromised based on a risk assessment of at least the following
factors:
1. The nature and extent of the PHI involved in the incident, including the types of identifiers and the
likelihood of re-identification;
2. The unauthorized person who used the PHI or to whom the disclosure was made;
3. Whether the PHI was actually acquired or viewed or disclosed (re-disclosed); and
4. The extent to which the risk to the PHI has been mitigated.
EXCEPTIONS. Breach does not include:




Unintentional acquisition, access, or use of PHI by a workforce member acting under the authority of a
covered entity or business associate.
Inadvertent disclosure of PHI from a person authorized to access PHI at a covered entity or business
associate to another person authorized to access PHI at the covered entity or business associate.
Good faith by the covered entity or business associate that the unauthorized individual, to whom the
impermissible disclosure was made, would not have been able to retain the information.

REPORTING
Participants shall notify the Koble-MN HIO of any breach of unsecured PHI in the most expedient time possible
and without unreasonable delay but no later than five (5) calendar days following discovery.
Koble-MN HIO will report to a Participant any use or disclosure of the Participant’s ePHI that is not permitted. In
addition, KOBLE-MN HIO will report to the Participant, following discovery and without unreasonable delay, but in
no event later than five (5) calendar days following discovery, any “breach” of “Unsecured PHI” as these terms are
defined by the HIPAA Rules. Koble-MN HIO shall cooperate with the Participant in investigating any suspected or
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known breach and assist in meeting the Participant’s obligations under the Breach Notification Rule and any other
state or federal privacy or security breach notification laws.
Any incident response report must include the following information, if known at the time of the report:
1.

2.
3.
4.
5.
6.
7.

8.

The identification of each Individual whose unsecured ePHI has been, or is reasonably believed by KobleMN HIO to have been, accessed, acquired, or disclosed during the breach, including their contact
information if available to Koble-MN HIO;
A brief description of what happened, including the date of the breach and the date of the discovery of
the breach, if known;
A description of the types of Unsecured ePHI involved in the breach (such as name, Social Security
number, date of birth, home address, or account number);
The identity of any person who received the non-permitted PHI;
Any steps Individuals should take to protect themselves from potential harm resulting from the breach;
A brief description of what Koble-MN HIO is doing or has done to investigate the breach, mitigate losses
to Individuals and the Participant, and protect against any further breaches;
Contact procedures for Individuals to ask questions or learn additional information about the breach,
which must include a toll-free telephone number and an e-mail, website, or postal address at Koble-MN
HIO; and;
Identification of the names and respective titles of those who conducted the investigation on the part of
Koble-MN HIO, be delivered on Koble-MN’s HIO official letterhead, signed by an officer or director of
Koble-MN HIO or other responsible person and contain appropriate contact information should the
Participant need further clarification regarding the content of the report.

If deemed necessary by the Participant, Koble-MN HIO may follow internal procedures to report directly to
Individuals. Under this circumstance, Koble-MN HIO will prepare a draft notice, and allow Participant(s) to provide
input on and review the draft notice prior to it being sent; or conduct its own reporting, if so desired. If the
required information is not known at the time of the initial report to a Participant or Participants, Koble-MN HIO
will follow up with an additional report or reports when the information becomes known until the time at which
the incident response case is closed.
REPORTING IF MORE TH AN ONE PARTICIPANT INVOLVED
If there is a breach of unsecured ePHI involving more than one Participant, Koble-MN HIO will conduct the
reporting on behalf of those Participants, so as to avoid duplicative reporting so long as Participant has reviewed
and approved the draft notice. However, a Participant may conduct its own reporting if so desired.
Koble-MN HIO will make any required reports without unreasonable delay after approval of the content by
Participant, if required, and in no event later than sixty (60) days after Koble-MN HIO learns of the breach.
However, Koble-MN HIO may delay reporting if a law enforcement official determines that reporting will impede a
criminal investigation or cause damage to national security, in which case reporting may be delayed in the same
manner as provided under 45 C.F.R. § 164.528(a)(2).
Koble-MN HIO will include the following information in the report to Individuals:
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1.
2.
3.
4.
5.

A brief description of what happened, including the date of the breach and the date of the discovery of
the breach, if known;
A description of the types of Unsecured PHI involved in the breach (such as name, Social Security number,
date of birth, home address, or account number);
A brief description of what Kolbe-MN HIO is doing or has done to investigate the breach, mitigate losses
to Individuals, and protect against any further breaches;
Steps Individuals should take to protect themselves from potential harm resulting from the breach; and
Contact procedures for Individuals to ask questions or learn additional information about the breach,
which shall include a toll-free telephone number and an e-mail, website, or postal address at Koble-MN
HIO. If the report mentions a Participant, the Participant has the right to approve the content of the
report in advance, which approval the Participant may not unreasonably withhold.

REPORTING TO INDIVIDUALS
Koble-MN HIO must provide the report to Individuals in writing, by first class mail, sent to the last known address
of the Individual (or to the next of kin or personal representative if the Individual is deceased). If an Individual has
specified a preference for electronic mail in communications with Koble-MN HIO, then Koble-MN HIO must use
electronic mail. In any case in which there is insufficient or out-of-date information to provide the written notice
required, Koble-MN HIO must include a conspicuous posting on its website that includes a toll-free phone number
so that affected Individuals may learn whether or not their Unsecured PHI may have been included in the breach.
REPORTING TO KOBLE-MN HIO
Participant will immediately notify Koble-MN HIO Help Desk at (844) 335-6253 (option 4) of any breach of
Unsecured PHI.
REPORTING TO THE MEDIA
If Koble-MN HIO believes that the breach of Unsecured PHI involved more than 500 Individuals residing within a
State, Koble-MN HIO also must provide notice to prominent media outlets serving that State. The media
announcement must include a toll-free phone number so that Individuals may learn whether or not their
Unsecured PHI may have been included in the breach.
REPORTING TO HHS
If Koble-MN HIO believes that the breach of Unsecured PHI involved 500 or more Individuals, Koble-MN HIO must
also immediately notify the Secretary of the U.S. Department of Health and Human Services (HHS), and must
indicate in its notice to HHS that the report is made on behalf of Participants in the Koble-MN HIO to avoid
duplicative reporting.
For breaches affecting fewer than 500 individuals, KOBLE-MN HIO will maintain a log of all such breaches
occurring during the year and annually submit such log to the Secretary.
RESPONSIBILITY OF VE NDOR
If Vendor discovers a breach or suspicious transaction and considers it necessary to take immediate
action, it may suspend the Authorized User’s access to the KOBLE-MN HIO immediately. Vendor shall
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notify the Koble-MN HIO of the action, reason for its action, and collaborate with the KOBLE-MN HIO
CEO, or designee, to address the incident.
KOBLE-MN RESPONSE TO A BREACH
The Koble-MN HIO may conduct an investigation of the breach as outlined in SECURITY INCIDENT POLICY, to
determine the extent of the breach, determine corrective actions, and may apply sanctions, as considered
necessary. Participants shall cooperate in any investigation conducted by KOBLE-MN HIO, state, or federal
government authorities.
Koble-MN HIO shall document its findings and any actions taken in response to an investigation. A copy shall be
provided to the Participant.
SANCTIONS
Koble-MN HIO CEO may apply sanctions to Participants and their Authorized Users in the event of a breach.
Sanctions may include restricting, suspending, or terminating a Participant or an Authorized User’s access to the
KOBLE-MN HIO pursuant to the ENFORCEMENT POLICY, requiring Participants or Authorized Users to undergo
additional training, requiring the Participant to develop a remediation plan, terminating a Participant’s Agreement,
or other remedies as the Koble-MN HIO CEO may reasonably deem necessary.
Each Participant, Vendor, or KOBLE-MN HIO shall be respectively liable for any monetary penalties imposed as a
result of a state or federal investigation and shall implement identified corrective actions at its expense.
PARTICIPANT POLICIES
Each Participant shall implement a process to mitigate, and shall mitigate to the extent practicable or required by
law, the harmful effects that are known to the Participant of a known or suspected breach of access, use or
disclosure of PHI.
Participants shall make this policy applicable to their business associates and their contractors and subcontractors.
RESPONSIBILITY TO HE ALTHEWAY
In addition to any other requirements, as Koble-MN HIO joins the HealtheWay, the Participant agrees to comply
with the provisions in Section 15.04 of the Restatement I of the Data Use and Reciprocal Support Agreement
(“DURSA”) that require the Participant:
To comply with all Applicable Law;




To reasonably cooperate with Koble-MN HIO regarding issues related to the DURSA.
To Request, retrieve and send data only for a Permitted Purpose as defined in the DURSA (which is more
restrictive than HIPAA);
To use data received from Koble-MN HIO or another HealtheWay Participant in accordance with the
terms and conditions of the DURSA;
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To refrain from disclosing to any other person any passwords or other security measures issued to the
Participant or to an Authorized User of the Participant by the Koble-MN HIO; and

To as soon as reasonably practicable, but no later than:
1.

2.

One (1) hour after discovering information that leads a Koble-MN HIO Participant to reasonably believe
that a Breach related to Transacting Message Content pursuant to the DURSA may have occurred, alert
Koble-MN HIO to the suspected breach; and
Twenty-four (24) hours after determining that a Breach related to Transacting Message Content pursuant
to the DURSA has occurred, provide a Notification of any such Breach to Koble-MN HIO;

In other words, if a breach (or suspected breach) occurs WHILE the Participant is sending, requesting, receiving, or
accessing an electronic transmission of health information through the DURSA, the breach must be reported as
required by this subsection. BUT IF the breach was from the Participant’s EHR or electronic records system and did
not occur WHILE (i.e., at the same time) the Participant or the Participant’s Authorized user was using the DURSA
(even though the information is ePHI received or accessed through the DURSA), the breach is considered to be not
directly related to the DURSA and should not be reported under this subsection. (Although the Participant may
be required to report the breach under other KOBLE-MN HIO and HIPAA Notification rules).
As used in Subsection (6.), “Transacting Message Content pursuant to the DURSA” means sending, requesting,
receiving, asserting, responding to, submitting, routing, subscribing to, or publishing information contained within
an electronic transmission of health information transacted by an Koble-MN HIO Participant using the DURSA
Specifications, including any information contained in an electronic transmission, or accompanying any such
transmission such as Protected Health Information (PHI), de-identified data (as defined in the HIPAA Regulations at
45 C.F.R. § 164.514), individually identifiable information, pseudonyms level (partially de-identified) data,
metadata, Digital Credentials, and schema.
The Notification of a DURSA breach should include sufficient information for Koble-MN HIO to understand the
nature of the Breach. For instance, the Notification could include, to the extent available at the time of the 24-hour
Notification, the following information:









One or two sentence description of the breach
Description of the roles of the people involved in the breach (e.g. employees, Participant Users, service
providers, unauthorized persons, etc.)
The type of Message Content breached
Participants likely impacted by the breach
Number of individuals or records impacted or estimated to be impacted by the breach
Actions taken by the Participant to mitigate the breach
Current Status of the breach (whether under investigation or resolved)
Corrective action taken and steps planned to be taken to prevent a similar breach.

The Participant shall supplement the information contained in the Notification as it becomes available and
cooperate with other Participants and Koble-MN HIO in investigating and taking corrective action in response to
the breach.
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The requirements do not apply to any acquisition, access, disclosure or use of information contained in or available
through the DURSA if the acquisition, access, disclosure or use:



Is not directly related to Transacting Message Content through the DURSA; or
Is an unintentional acquisition, access, disclosure, or use of Message Content by an employee or
individual acting under the authority of the Koble-MN HIO or Participant if—
The acquisition, access, disclosure, or use was made in good faith and within the course and scope of the
employment or other professional relationship of such employee or individual, respectively, with the
Koble-MN HIO or Participant and
The Message Content is not further acquired, accessed, disclosed or used by that employee or individual.





The requirements are addition to and do not supersede a Participant’s obligations, if any, under relevant security
incident, breach notification, or confidentiality provisions of the Participation Agreement, the Participant’s
Business Associate Agreement with Koble-MN HIO, the HIPAA Rules, or other applicable law.
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